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Introduction

Summary

You routinely create, use, and manage information electronically in your daily work as you use
computers to send e-mail, create spreadsheets, publish web pages, manage databases, and create
digitized materials. Because you work for a government agency, Minnesota and federal laws
mandate that you treat that information as official government records.

You probably already have a strategy to manage your paper records; because of the
pervasiveness of digital files, you must also have a plan to manage electronic records.

Common Questions

As you begin the process of developing an electronic records management strategy, you will find
yourself asking many questions, including:

e Which Minnesota laws apply to electronic records?

e How can we use electronic records to help ensure public accountability while protecting non-
public records?

e Who is responsible for developing our electronic records management strategy?
e How do we dispose of electronic records?

e Should we manage our electronic records differently from our paper records?

e How do we know what information is an electronic record?

e Isan electronic copy of a record an acceptable substitute for the original?

e Does an electronic record have the same legal significance as a paper record?

Electronic Records Management Guidelines

Because records management laws do not always translate easily into specific technological
terms, the State Archives of the Minnesota Historical Society has developed a series of
guidelines on basic electronic records management topics.
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Purpose of the Guidelines

These guidelines should serve as a starting point as you review your electronic records
management practices and develop an appropriate strategy. Each chapter provides an overview
of key concepts within the applicable legal framework, questions to spark discussion, and an
annotated list of resources as a guide for more detailed research. We recommend that you begin
by reading the Electronic Records Management Strategy guidelines for a general introduction to
key concepts.

Guidelines in the Series
Guidelines in the series include:

e Legal Framework. A description of the laws that apply to electronic records in Minnesota.

e Electronic Records Management Strategy. Read this set of guidelines first for basic, key
concepts in electronic records management.

e Long-Term Preservation. Learn how to develop a long-term electronic records preservation
plan.

e Business Case for Digital Preservation. Learn about the elements that go into making a
successful business case (for digital preservation).

¢ Metadata. Become familiar with metadata, its functions, and its importance in managing
electronic records, as well as specific metadata standards.

e File Naming. Learn about the importance of including a file naming policy in your electronic
records management strategy.

e File Formats. Review descriptions of common file formats and a summary of the issues
surrounding converting or migrating files.

e Digital Media. Review digital media storage options for your electronic records.
e Digital Media Storage. Learn about physical storage space options and access procedures.

o Digital Imaging. Learn about digital imaging, its uses, and legal considerations. Review
recommendations for under taking digital imaging projects.

e Electronic Document Management Systems. Familiarize yourself with electronic records
issues that may arise if you implement an electronic document management system.
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e E-mail Management. Consider the issues involved in extending your electronic records
management strategy to your e-mail messages.

e Web Content Management. Learn how to develop a policy for managing your web content
that meshes with your electronic records management strategy.

e Electronic and Digital Signatures. Learn about the distinction between electronic and digital
signatures, and the legal considerations surrounding their use.
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Legal Framework

Summary

State and federal laws govern records management practices, whether records are in paper or
electronic form. It is important to know about and understand the laws that may affect your
records management policies and procedures.

Legal Framework in Minnesota

Electronic records, just like paper records, are subject to specific Minnesota statutes that you
must understand and comply with, including general records laws and electronic records laws.
Therefore, your understanding of existing Minnesota statutes is crucial as you begin to develop
your electronic records management strategy.

General Record Laws
Official Records Act; Minnesota Statues, Chapter 15.17*

The Official Records Act is a general records law that mandates that “all officers and agencies”
at all levels of government “shall make and preserve all records necessary to a full and accurate
knowledge of their activities.” This mandate reflects a concern for accountability: since
government spends public money on public services, government agencies must be accountable
to citizens, government administrators, courts, the legislature, financial auditors, and to history—
that is, to future generations. Under the Official Records Act, your agency’s chief administrative
officer is responsible for creating and preserving government records, including electronic
records. This statute also allows you to copy records to another format or storage medium and
still preserve the authenticity, reliability, and legal admissibility of the record, as long as the
copies are made in a trustworthy process.

Records Management Act; Minnesota Statues, Chapter 138.172

The Records Management Act recognizes that creating comprehensive records and preserving
them forever would be an impossibly expensive burden. Instead, the Act creates a mechanism for
the orderly and accountable disposition of records in the form of the Records Disposition Panel.

Records Disposition Panel Members
The Records Disposition Panel includes the:

e Attorney General, for expertise on the legal value of records

! Minnesota Office of the Revisor of Statutes. Minnesota Statutes, Chapter 15.17.
http://www.revisor.leg.state.mn.us/stats/15/17.html

% Minnesota Office of the Revisor of Statutes. Minnesota Statutes, Chapter 138.17.
http://www.revisor.leg.state.mn.us/stats/138/17.html
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e Director of the Minnesota Historical Society, for expertise on the historical value of
records

o Legislative Auditor (for state agencies) or State Auditor (for local agencies), for expertise
on the accounting value of records

Records Disposition Panel Functions

The panel reviews and approves or disapproves record retention schedules as well as non-
routine requests to dispose of or transfer records. Fundamentally, the panel provides
oversight, but does not initiate any actions. If your agency wants to keep records forever,
then you never have to work with the panel. However, if your agency wants to do anything
else legally with your records, you must submit your proposal to the panel for approval. See
Preserving and Disposing of Government Records® for more information.

Minnesota Government Data Practices Act (MGDPA); Minnesota Statutes, Ch. 13*

The MGDPA assumes that government records (including electronic records) should be
accessible to the public. However, government agencies create some records that are
confidential or sensitive, such as child protection records and adoption records. So, while in
theory all records are presumed to be publicly accessible, many exceptions exist. Only the
Minnesota state legislature defines these exceptions. Any organization, public or private, that
improperly releases data covered by the act could suffer significant penalties.

The Department of Administration’s Information Policy Analysis Division offers assistance with
interpreting and meeting the requirements of the MGDPA.

Electronic Records Laws

Uniform Electronic Transactions Act (UETA)® and Electronic Signatures in Global
and National Commerce (E-SIGN)

UETA (Minnesota Statutes, Chapter 325L) and E-Sign were both enacted in 2000. These laws
intend to facilitate the use of information technology in government and business by addressing
the legal obstacles that exist in a system that was created for paper records and signatures.

The primary message of the laws is that a court may not determine that an electronic record or
signature is untrustworthy simply because it is in an electronic format. A court can, though,
reject electronic records and signatures because a government agency is creating, using, or

® Minnesota Historical Society. Preserving and Disposing of Government Records. Minnesota State Archives.
May 2008. http://www.mnhs.org/preserve/records/docs_pdfs/PandD_may2008.pdf

* Minnesota Statutes, Chapter 13; http://www.revisor.leg.state.mn.us/stats/13/

> Information Policy Analysis Division (IPAD). Home Page. Minnesota Department of Administration.
http://www.ipad.state.mn.us/

® Minnesota Statutes, Chapter 325L; http://www.revisor.leg.state.mn.us/stats/325L
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managing them in an untrustworthy system or manner. One indicator of untrustworthiness would
be an agency’s failure to follow the state laws governing records.

Uniform Electronic Legal Materials Act (UELMA) (a model law)

The National Conference of Commissioners on the Uniform State Laws (NCCUSL), also known
as the Uniform Law Commission (ULC), drafted and approved in 2011 a model law that
addresses the authentication and preservation of state electronic legal materials. The Uniform
Electronic Legal Material Act’ (UELMA) establishes an outcomes-based, technology-neutral
framework for providing online legal material with the same level of trustworthiness traditionally
provided by publication in paper form. The Act requires that official electronic legal material be:
(1) authenticated, by providing a method to determine that it is unaltered; (2) preserved, either in
electronic or print form; and (3) accessible, for use by the public on a permanent basis.
Information and links to the recent activities, including state enactments, can be found on the
Uniform Law Commission website.®

" National Conference of Commissioners on Uniform State Laws. Uniform Electronic Legal Materials Act. July 18,
2011. http://www.uniformlaws.org/Shared/Docs/AM2011_Prestyle%20FinalssfUELMA_PreStyleFinal _Julll.pdf

& Uniform Law Commission. Electronic Legal Materials Act Committee Home Page.
2012.http://www.uniformlaws.org/Committee.aspx?title=Electronic%20Legal%20Material%20Act
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Electronic Records Management Strategy

Summary

The arrival of the Information Age means that much of our history is now recorded in electronic
format, including your agency’s activities. Because of that, you need to develop a strategy for
managing electronic records. A government agency’s electronic records management strategy
must conform to legal mandates, as well as reflect your preferred management practices and
technological options.

When you begin to develop your electronic records management strategy, you should aim for a
policy that integrates:

e The legal framework as it applies to your agency

e All interested stakeholders (e.g., record creators, the public, information technology staff,
records management staff)

o All relevant aspects of your electronic records
e Your preferred management procedures and technologies
e Long-term storage and access needs (both legal and operational)

A sound, integrated strategy reflects the relationship between records management and your
operations, and ensures that you manage records in a way that supports your daily work, supports
long-term operational needs, and meets your legal requirements.

Because different stakeholders throughout an enterprise have different needs and roles in
electronic records management, the development of your electronic records management strategy
requires joint planning, communication, and training.

Legal Framework
Your strategy must conform to the legal mandates in such areas as:

e Providing public accountability

e Distinguishing public from not-public records

e Creating records retention schedules and carrying out disposal actions

e Developing and sustaining a trustworthy process for electronic records management

Refer to the Legal Framework chapter for more information on legal mandates and legal
frameworks in general.
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Key Concepts

As you develop an electronic records management strategy, you will need to be familiar with the
following key concepts:

e The State of Minnesota’s definition of a record
e Records series

e The components of an electronic record

e The records continuum

e Records management goals

e Long-term retention approaches

e General records retention schedules

e Storage options

Definition of a Record
The Records Management Act® defines government records as:

Cards, correspondence, disks, maps, memoranda, microfilms, papers, photographs,
recordings, reports, tapes, writings, optical disks, other data, information, or documentary
material, regardless of physical form or characteristics, storage media or conditions of
use, made or received by an officer or agency of the state and an officer or agency of a
county, city, town, school district, municipal subdivision or corporation or other public
authority or political entity within the state pursuant to state law or in connection with the
transaction of public business by an officer or agency.

In short, an official record includes all information, regardless of format, created or used in the
course of a government business function or transaction.

The definition excludes:

e Library and museum material made or acquired and kept solely for reference or exhibit
purposes

e Extra copies of documents maintained only for the convenience of reference

° Minnesota Statutes, Chapter 138.17; https://www.revisor.leg.state.mn.us/statutes/?id=138.17

Minnesota State Archives, Minnesota Historical Society
March 2012, Version 5.
Page 11


https://www.revisor.leg.state.mn.us/statutes/?id=138.17

Electronic Records Management Guidelines
Electronic Records Management Strategy

e Stock of publications and processed documents

e Bonds, coupons, or other obligation or evidence of indebtedness, the destruction or other
disposition of which is governed by other laws

An electronic record is a record created, generated, sent, communicated, received, or stored by
electronic means. Like paper records, electronic records require a long-term records management
strategy.

Records Series

Your electronic records are organized into records series. A records series is a set of records
grouped together because they relate to a particular subject or function, or result from the same
activity. All records fall into a records series, and each records series should be managed
according to an appropriate records retention schedule.

By managing related records as a group, you can efficiently preserve and dispose of your
records. For example, all records (regardless of format) relating to a particular committee’s
activity on a single issue may constitute a records series that must be preserved for some length
of time before disposition.

Your agency will need to organize its own records series based on its unique needs within the
legal framework.

Record Components
The components of any record include:

e Content. Factual information in the record that documents government business

e Context. Information that shows how the record is related to the business of the agency and
other records

e Structure. Technical characteristics of the record (e.g., file format, data organization, page
layout, hyperlinks, headers, footnotes)

Records Continuum

Aside from reflecting your legal requirements, a successful long-term records management
strategy reflects the records management continuum.

The records continuum concept is the idea that different stakeholders create, use, manage, and
retain records, not in discrete stages, but at different points throughout the record’s existence.
The continuum concept recognizes that records pass through identifiable stages; however, these
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stages are reference points, not separate functions. In other words, a record is not simply created,
passed to a records manager for short-term storage, and then passed to an archivist for long-term
storage. Instead, each person’s activities will have an effect on all the others in the continuum.
Their roles and responsibilities should be coordinated, not organized autonomously.

The continuum concept outlines four actions that recur throughout the life of a record. These
actions are:

¢ Identification. Determining what constitutes a record

e Intellectual control. Making decisions about the record

e Provision of access. Enabling users to access the records

e Physical control. Managing the physical location and format of the record

Each person who touches the record performs one or all of these activities. For example, the
records creator, records manager, and archivist all manage the physical location of the record.
Therefore, all these people should collaborate on a comprehensive and well-managed electronic
records management strategy.

Records Management Goals

Although the specific strategy that your agency develops and implements will be unique, all
strategies share common goals. No matter what your final strategy, the records that exist in your
agency should be:

e Trustworthy. Trustworthy records contain information that is reliable and authentic. A key
aspect to trustworthiness is legal admissibility, i.e., whether your records will be accepted as
evidence in court.

e Complete. Your records should have all the information necessary to ensure their long-term
usefulness. You will also need to capture and maintain the necessary metadata about your
records. Metadata is the “data about the data” that documents the relationship of the record to
your agency’s activity and to other records. Metadata ensures that you can find and use your
records. Metadata includes such elements as the record’s creator, the date of creation, and the
record series to which the record belongs. (For more information on metadata, refer to the
Metadata chapter in these guidelines).

e Accessible. You should be able to locate and access your records in a way that meets your
needs and the needs of all other concerned parties. Some records may need to be immediately
accessible, while others may not. As outlined in the MGDPA, records are assumed to be
accessible to the public, unless categorized as not-public by the statute.

e Durable. You also want to ensure that your records are durable. In other words, they must be
accessible for the designated records retention period and stored, as appropriate, “on a
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physical medium of a quality to ensure permanent records,” as stated in the Official Records
Act [Minnesota Statutes, Chapter 15.17]. For more information on records storage, refer to
the following chapters in these guidelines:

— Digital Media for more information about digital media options available for electronic
record storage

— Digital Media Storage for information about the physical requirements for storing
electronic records

Long-Term Retention Approaches

You have two viable, often compatible and complementary, approaches for the long-term
retention of your records:

e Conversion. When you convert a record, you change its file format. Often, conversion takes
place to make the record software independent and available in an open or standard format.
For example, you can convert a record created in Microsoft Word by saving it as a Rich Text
Format (RTF) file or to PDF/A. (For more information on file formats, refer to the File
Formats guidelines.)

e Migration. When you migrate a record, you move it from one computer platform, storage
medium, or physical format to another. For example, you may need to migrate records from
old magnetic tapes to new ones or to a different medium entirely to ensure continued
accessibility. (For more information on storage media, refer to the Digital Media guidelines.)

As you explore conversion and migration options, consider which media are appropriate for
long-term retention. You may discover that another medium altogether (e.g., paper or microfilm)
is the best option. You may also determine that you want to combine approaches, such as
converting all files to an open format and migrating them to a single platform and storage
medium. (For more information on migration and conversion, refer to the Long-Term
Preservation guidelines.)

General Records Retention Schedules

Your electronic records management strategy should include records retention schedules. A
records retention schedule is a written document that lists types of records and discusses how
long they should be kept and whose purpose it is to serve as an on-going authorization for the
management and disposition of records in all forms including paper and electronic records.

Many local government entities, because they have similar office structure and responsibilities,
have developed general records retention schedules for all the records commonly created by their
members. General records retention schedules exist for state government, cities, townships,
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school districts, counties, and courts.*® These general records retention schedules meet the legal
requirements for each type of local agency. Your agency can adopt the appropriate general
records retention schedules for your type of organization in whole, or in part, or change
individual components to create a unique schedule. You may also initially choose to develop a
specific schedule for your agency. However, you must submit any proposed changes to the
Records Disposition Panel for approval. (For more information on the Records Disposition
Panel, refer to the Legal Framework chapter of these guidelines as well as to the Preserving and
Disposing of Government Records booklet, found in the Annotated List of Resources at the end
of this chapter.)

Storage Options
Your options for storage include:

¢ Online. Properly designed storage in your computer system may provide full access to
appropriate users. Online access means that the record is accessible immediately through
your network (e.g., on your network server). This option maintains the greatest functionality.

e Near-line. Near-line storage includes storage in a system that is not a direct part of your
network, but that can be accessed through your network (e.g., an optical media jukebox).
This option maintains a moderate amount of functionality.

o Offline. Offline storage refers to storage that is not accessible through your network (e.g.,
removable media such as magnetic tape). This option retains the least amount of functionality
while still maintaining records in an electronic format.

e Paper or microfilm. Printing records onto archival-quality paper for storage or outputting
them to microfilm may be acceptable as long as the complete record, including all
components and metadata, is included.

Key Issues to Consider

Now that you are familiar with some key concepts in electronic records management, you can
use the questions below as you develop your own strategy. The careful consideration of these
questions will help ensure that:

o All relevant stakeholders agree to the process and are ready to use the procedures outlined in
the strategy once it is implemented.

e The strategy meets your legal requirements, such as public accountability, records retention

19 Example retention schedules for each can be found on the Minnesota State Archives website at
http://www.mnhs.org/preserve/records/retentionsched.html
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schedules, and trustworthiness.

You maximize efficiency by working with other agencies and gaining from their experience.

Discussion Questions

What legal issues do we face? Who will need access to our records (e.g., the public, other
government agencies)? Do we have information that must be accessible to the public? Do we
have information that is not-public as classified by the MGDPA that must not be disclosed to
the public (e.g., social security numbers, adoption records)?

Can we adopt one of the general records retention schedules, or do we need to modify or
create an agency-specific records retention schedule and seek approval from the Records
Disposition Panel?

What sort of appraisal process will we use to determine which records to keep? How will we
ensure that this process identifies all records as defined by the law?

What are the roles of different groups and individuals in our organization in ensuring a
coordinated process? How can we facilitate planning, communication, and cooperation
among all individuals who create and use the electronic records? What level of control
should different individuals and groups have?

Can we cooperate with other government agencies to streamline the process and save money
or time?

What best practices can we identify and apply to our own situation?

What is the life cycle of our data? When should we capture records? How can we describe
our records continuum? At which phases along our continuum do we need to actively
manage the record? Would we benefit from developing a model of our operational process to
aid in this discussion?

How will we ensure long-term preservation and access? What are our requirements under the
law?

What are our options for long-term retention? What are the advantages of each option? How
would each option work in our particular situation? What is our budget?

What technological resources do we have available? How much of our chosen process can
we or should we automate?

What staff training do we need to ensure the staff complies with the new procedures and
policies?

What elements of the electronic records do we need to keep (e.g., text content only, graphical
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appearance, interactivity)?

e What metadata do we need to collect and preserve?
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Annotated List of Resources

Minnesota Historical Society, Minnesota State Archives. Preserving and Disposing of
Government Records. St. Paul: Minnesota Historical Society, May 2008.
http://www.mnhs.org/preserve/records/docs_pdfs/PandD_may2008.pdf

Developed for Minnesota government agencies, this overview of the basic principles of
records management includes chapters on defining a government record, taking inventory
of your records, developing records retention schedules, preserving archival records,
disposing of records, and setting up a records storage area. A list of resources for more
information is included, as well as information about applicable state law regarding
electronic records management. Originally published by the Minnesota Department of
Administration in July 2000, the guide was updated jointly by the Minnesota Historical
Society and the Minnesota Government Records and Information Network (MNGRIN) in
2008.

Minnesota Department of Administration, Office of Enterprise Technology. Minnesota
Enterprise Technical Architecture. Version 2.02, 2006.
http://mn.gov/oet/

The Minnesota Office of Enterprise Technology (OET) is charged with establishing and
maintaining a state information architecture as specified in Minnesota Statue, Chapter
16E.04 Subdivision 2. According to the OET, “This technical architecture is established
to describe technology components of the State’s information infrastructure and their
individual principles, practices and standards that are to be used to guide the development
and delivery of all information systems services. The architecture will provide a reference
so that various groups of government IT professionals have a consistent view of the
information systems infrastructure and the methods that they employ to develop and
deliver information systems services.” Chapter 4, Data and Records Management,
describes the framework for managing information resources, as well as the standards
and guidelines that apply.

ARMA International.
http://www.arma.org/

ARMA is the leading professional records management association. The ARMA website
offers practical guidance on a wide range of topics, including electronic records
management, E-discovery, information security, and standards and best practices.

Council of State Archivists (CoSA). Archives Resource Center: Electronic Records.
http://www.statearchivists.org/arc/states/res_elec.htm
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State by state listings of policies and guidelines relating to government electronic records
management.
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Long-Term Preservation

Summary

During the course of routine business, your agency generates thousands upon thousands of
electronic records, from e-mail to web pages to complex e-government transactions. Most are
useful for only a short period of time, but some you may need to keep permanently. For those
records, you will need to implement a well-considered, well-documented plan for their
preservation in order to ensure that they remain trustworthy and useful over time. Tools such as
migration, conversion, metadata, and eXtensible Markup Language (XML) will help you not
only preserve your records, but also realize their full value.

Legal Framework

For more information on the legal framework to consider when developing a preservation plan
for your records, refer to the Legal Framework chapter of these guidelines and the Minnesota
State Archives’ Preserving and Disposing of Government Records™. Also consider the
Information and Communications Technology Policy™, which mandates state agency
compliance with Minnesota’s enterprise technical architecture “to ensure that individual agency
information systems complement and do not needlessly duplicate or conflict with the systems of
other agencies. . . . [and to] promote the most efficient and cost-effective method of producing
and storing data for or sharing data between those agencies.” Section 16E.07" of this same
statute establishes the North Star portal as the state’s official online government information
service with the idea that “the greatest possible access to certain government information and
data is essential to allow citizens to participate fully in a democratic system of government.”

Key Concepts

The value of your information justifies your investment in information technology. There is no
point to an agency investing large sums in hardware and software if it cannot preserve the use-
value of the information it creates, exchanges, and stores. In the short term, this is often not a
problem. But, over time, it will be. As technology changes, current hardware and software will
become obsolete, and then you might face some hard choices. The challenge is to preserve the
usefulness and trustworthiness of your information in an efficient and cost-effective manner.

Any preservation plan for electronic records must take into account the changes in hardware and
software, the limitations of storage media, and the potential use-value of your information. As
you begin exploring your options, you will need to be familiar with the following:

e Needs Assessment
¢ Physical Storage Options

! Minnesota Historical Society. Preserving and Disposing of Government Records. Minnesota State Archives.
May 2008. http://www.mnhs.org/preserve/records/docs_pdfs/PandD_may2008.pdf

12 Minnesota Statutes, Chapter 16E.04; https://www.revisor.mn.gov/statutes/?id=16E.04

3 Minnesota Statutes, Chapter 16E.07; https://www.revisor.mn.gov/statutes/?id=16E.07
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File Format Options

Digital Preservation Techniques
Preservation Planning
E-government and Collaboration

Needs Assessment

As a first step in developing your preservation plan, you should do a needs assessment to help
guide your decisions. While the complexity of such an analysis will vary from situation to
situation, these basic components should always be included.

First, you need to understand the value of your information. The value of your information will
justify your investment in technology, over the short- and the long-term. Minnesota’s enterprise
technical architecture notes that information is the state’s most important asset. But all
information is not created equal; some has much more value than others. Some of your
information, as records, will have legal and evidentiary significance and may well demand
special attention. Most of the information you want to preserve will be important to your
agency’s mission or, increasingly, to the business of other agencies as well. As e-government
develops in complexity and sophistication, more and more agencies will be expected to work
within the framework of a common technological architecture and to share the information they
create.

The practical side of understanding the value of your records is determining their retention
requirements. How long do you really need to keep them? Why are you keeping them? Do they
have to be kept in electronic format or is there another, more cost-effective option for long-term
storage? For instance, a word processing document might be printed and kept as a paper record
without losing any of its value. In contrast, printing a web page means a significant loss of
information and functionality.

It is also important to ascertain if access to certain data in your records is restricted by statute.
The state’s Government Data Practices Act and some federal laws, such as the Health Insurance
Portability and Accountability Act (HIPAA), will determine if data needs to be protected as
confidential or non-public. If it does, then you will need to ensure that your long-term storage
and access policies account for those obligations.

In the broadest sense, the demands governing the access and use of your records will determine
what preservation options are most appropriate and will dictate the metadata you should create
and store along with the records. Metadata is the “data about the data,” that allows you to
manage, find, and evaluate your information over time. Minnesota’s enterprise technical
architecture includes metadata standards for GIS data, web content management, and
recordkeeping. There are a number of international standards that are pertinent as well. While
all-important for the long-term preserv